2FA DUO Enrollment

To use the US Court’s VPN, you must first enroll for 2-factor authentication. The instructions outlined
below are for first time use only.

Important Note: Please make sure that you know your Apple ID and Password (for iPhone
users) or Google Play user ID and Password for Android users. Those credentials will be
required to download the 2FA Duo app in step # 6.

[STEP 1]- Launch an internet browser and enter the below URL

nttps://jport.uscourts.gov

Enter your JENIE username and password and click Sign In
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[STEP 2]- The setup page is displayed. Select “Start Setup” to begin the setup
process.

S Pulse Secure

Protect Your Administrative Offices of The US
Courts Account

Two-factor authentication enhances the security of your account by
using your phone to verify your identity. This prevents anyone but
wou from accessing your account, even if they know your password.

Meed help?
This process will help you set up your account with this added layer

of security.

[STEP 3]- Select the first option to enroll your mobile phone.

8 Pulse Secure

Choose Your Device

What type of device do you want to enroll with Duo® You'll be able
to add another device after this.

IB Mobile phone RECOMMENDED
© Tablet {iPad, Mexus 7, etc)
© Landline

Meed help?

UZF token (Requires Chrome 41 or higher)




[STEP 4]- Enter the phone number of the mobile phone you would like to enroll
and Select “Continue”.

S Pulse Secure

Phone nhumber

Please enter the device's phone nurmber below.

United States -

Meed help? +1 | w-wn-rux
e (2017 2345675

Doukle-check your number:

==Xk 5 the correct phone number.

Click the checkbaox after you verify that the number you entered is corract

[STEP 5]- Choose the platform type for your mobile phone and select
“Continue”.

8 Pulse Secure
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Meed help? D Android
© BlackBerry

© Windows Fhone

© other {and cell phones)
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Your phone operating system




[STEP 6]- Launch the app store and search for “Duo Mobile”. Download the
App on your mobile phone. Tap “OK” when asked if DUO Mobile should be able

to send push notification.

Important! The Duo App is FREE. Please do not purchase the paid version as
you will not be reimbursed.
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[STEP 7]- Once installed, click the check box “l have DUO Mobile installed” and
hit “Continue”.

8 Pulse Secure

Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Duo hobile".

2. Tap "Get" and then "Install" to
download the app.

Meed help’?

Mote: Tap "OK" when asked if Duo
tobile should be able to send push
notifications.

[T I have Duo Mohile installed

Note: Duo Mobile will need access to your camera and permissions to send push
notifications.



[STEP 8]- Activate DUO Mobile for the chosen mobile platform. Open DUO
Mobile and then tap the “+” to scan the QR barcode. Once the QR code is
canned with the phone and validated, a green check box will appear, after
which Click continue.

Activate Duo Mobile for i0S
1. Open Duo Mobile.

2. Tap the "+" button. Then E
tap "Scan Barcode"

3. Scan this barcode.

Can1 scan the barcode?

S Pulse Secure

Activate Duo Mobile for iOS

ITED ¥

|COURTS 1. Open Duo Mobile.
2. Tap the "+ button,

3. 5can this barcode.
Need help?

Having problems? We'll send you an activation link instead.




[STEP 10]- Device is successfully enrolled. Select “Done” to complete
enroliment.
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g Device successfully enrolled. x r
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Meed help?
Click here to enroll a landline if needed
Enroll another device m




